
news 13.3.2020

© CUE, a.s. | All rights reserved | www.touchone.eu | sales@cuesystem.com  1

Modern Authentication support for Office 365 

Beginning October 13, 2020, Microsoft will retire Basic Authentication for 
EWS to access Office365 and Exchange Online. Because the touchONE 
reservation system has so far used this kind of access for Office 365 (EWS and 
Basic Authentication), the new firmware 20 supports new access for Office 365 
using Microsoft Graph and Modern Authentication. There is also implemented 
a wizard for easy conversion from EWS to Graph. For details, see web 
touchone.eu, documents ttouchONE_Conversion_O365_From_EWS_To_
Microsoft_Graph and touchONE_SetupGuide_MicrosoftOffice365.

Writing communication errors in a log file in case of calendar server 
connectivity issues

If there are errors in communication with calendar servers during the reservation 
system operation, it is possible now to write communication errors in a log file. 
Logging option is accessible via unit Admin Web in the new Logs section. Here 
you can enable logging for the next 7 days. After this time, the logging stops 
automatically to save storage space in the units. Click the log file to download 
it to your computer and evaluate what caused connectivity problems. The 
logging feature is currently available for Exchange and Office 365 servers.

New firmware 20.00

We have just released a new version of the firmware 20 for the reservation
system touchONE. We have prepared a list of news, new features and
changes for you. The main novelties are:
• Modern Authentication support for Office 365
• writing communication errors in a log file in case of connectivity problems 
to calendar servers
• security updates
• improved system administration
• the ability to automatically invite preset attendees to the meetings
• new panel customization options
• new layout for touchONE panels
• unoccupied room management
• improvements of the touchONE-concentrator
• minor bug fixes

You can update the new firmware using either the admin web of touchONE
units or the set-up screens. For instructions on firmware update, see the 
manuals touchONE - Essential Setup and touchONE-manager – On-premises 
Administration.

Version 20.00
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Security updates

During the last and this year, we had the touchONE system tested by several 
independent cyber security companies. We were pleased that no serious 
vulnerability was identified. Several minor vulnerabilities were found. Therefore, 
we have focused mainly on improving security when developing firmware 
20. In FW 20, all vulnerabilities found are removed. Here is a list of the main 
improvements:
• improved security of AdminWeb web interface (protection against CSRF 

attacks, support of security tags in HTTP headers X-Frame-Options, X-XSS-
Protection, X-Content-Type-Options, Content-Security-Policy)

• improved protection against brute force attack
• disabled support for legacy TLS 1.0 and old SSL ciphers
• the HTTPS web interface (Admin web) now supports TLS 1.3
• possibility to upload own HTTPS certificate for web server

Improved system administration

We‘ve improved some system management options:
• Now that you are adding a new room or a new reservation system panel 

using the touchONE-manager, you can choose from which other room (or 
unit) the complete settings will be copied and you do not need to make 
all the settings again. This option can greatly simplify setting up new rooms 
and panels if you have many rooms with the same or similar equipment 
and features.

• In addition, we have improved the behavior of the touchONE-overview 
settings. In previous firmware, if you added a new room to the system, that 
room was automatically added to the display room list for all touchONE-
overview units. This feature simplified the management of smaller systems, 
for example there was only one touchONE-overview unit that displayed 
a list of all available rooms. For larger systems where there were multiple 
touchONE-overview units displaying rooms on a particular floor, for 
example, this behavior proved inappropriate because after adding a room 
to the booking suite, many touchONE-overview units had to remove a new 
room from the list of displayed rooms . Therefore, in FW 20 we changed 
the behavior so that after adding a new room, the list of displayed rooms in 
touchONE-overview units does not change. You can then manually enable 
the new room in the units that should display the new room.

• TouchONE-overview has a new option to select / deselect all rooms at 
once.

• In systems managed by touchONE-manager, it is now also possible to join 
panels to the reservation suite via Admin Web and it is not necessary to 
have physical access to the panels.
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The ability to automatically invite preset attendees to the meetings created 
using the panels

When creating appointments using the reservation system panels, you can 
now set up to 4 meeting attendees to be automatically invited to the panel-
created meeting. This can be useful, for example, for inviting and booking a 
Skype for Business device that has its own account. This option is available for 
systems managed by touchONE-manager. The invite attendees feature is now 
available for Exchange and Office 365 servers.

Improved compatibility with calendar servers

The new FW 20 also includes some enhancements to calendar server 
compatibility:
• For G-Suite, we have added the option of setting “external sharing 

for calendars”. In previous firmware versions, this G-Suite setting was 
required to the highest value “Share all information, and allow managing 
calendars“. Because for some users, this policy did not meet internal 
company security standards, it is now possible to use lower values, 
including the lowest “Only free / busy information (hide event details)“.

• We have improved compatibility with MS Exchange Server 2007, where 
communication with touchONE panels did not work correctly in certain 
configurations.

New panel customization options

Monthly calendar display can be disabled in the new firmware. This can be 
useful if you do not want to be able to view events on other days using publicly 
accessible panels.
In addition, we have added the ability to create only ad-hoc meetings. These 
are meetings that start at the current time. You may want users to schedule 
meetings in the future primarily using Outlook (or mobile applications) and use 
panel bookings only for unexpected meetings, such as when an unscheduled 
visit comes and you need to book the nearest room quickly. The maximum 
duration of a meeting created in this way will be limited according to the set 
parameter “Maximum duration of meeting”.

http://www.touchone.eu
mailto:sales%40cuesystem.com?subject=


news 13.3.2020

© CUE, a.s. | All rights reserved | www.touchone.eu | sales@cuesystem.com  4

Unoccupied room management

If room occupancy sensors are integrated in the reservation system, it is 
possible to activate the automatic meeting ending feature if participants leave 
the room during the meeting. It is possible to set the time when the organizer is 
notified by e-mail that the room has been left and after which time the meeting 
will end.
You can set time intervals during the day this function is used. So you can 
deactivate the function, for example, at lunch time.
This new feature is available to users who use the On-premises Administration 
using the touchONE-manager unit.

Comming soon

Right now we are working hard on further development. In the near future, you 
can expect a new touchONE-admin central management, support for user 
authentication using NFC cards, a new web application touchONE-assist for 
easy room and workplace reservation, and much more.

Improvements of the touchONE-concentrator

We also release firmware 20.13 for touchONE-concentrator. This firmware 
includes the following news:
• you can create a unit configuration backup file and restore the unit 

configuration from that file
• workplace usage statistics are now stored in the unit and the statistics can 

be exported to a text CSV file
• the unit can generate a PDF file of labels for touchONE-desk-55 units
• the touchONE-concentrator now also automatically updates the firmware 

in the touchONE-desk-55 slave units 

New layout for touchONE panels

For touchONE panels we have prepared a new layout that allows you to insert 
a full screen background, for example with a company logo. This layout is 
tuned to dark and is mainly intended for users who use a bright logo. You can 
find it as Layout 2 - Skin 2 in the layout menu.
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